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TOSHIBA

WHAT IS e-BRIDGE® GLOBAL PRINT

e-BRIDGE® Global Print (eGP) is a cloud-based solution that focuses on the most
common print management requirements, such as user authentication, secure release
printing, and usage tracking. Using this solution, users may submit print jobs from their
workstations, authenticate at a Toshiba MFP, and release the print job at the panel. All
user activities at the panel are tracked for reporting purposes. No servers or on-premises
installations are required.

APPLICATION ARCHITECTURE

Here is a high-level architecture of the solution.
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KEY COMPONENTS

The solution is comprised of three key components:

This is a self-service portal, where users and administrators may manage their PIN, view their print jobs, and manage
organization users and devices.

This is an embedded application on Toshiba MFPs that manages user authentication and is responsible for releasing
user print jobs.

This is installed on the client workstation so that users can print to their own e-BRIDGE® Global Print print queue.

e-BRIDGE® GLOBAL PRINT ADMIN WEB PORTAL

The portal may be accessed via any web browser, but Chrome™ is preferred. The actual URL varies based on the
geographic region to adhere to local data privacy rules. The URL for the U.S. region is https://egp.toshiba-solutions.com.
The customers may use the admin portal to manage their users and devices. Let us quickly review the function of each
TAB on the portal. The users may see different TABs based on their role within the organization.

A-BRIDGE Global Print
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MY ACCOUNT

This TAB is available to all portal users. This page provides a view of the user’s account information and settings. A user
can self-manage their PIN Login, Access Card Registration Key, and registered items, such as print drivers, etc.

£2-BRIDGE Global Print
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PRINT JOBS

This TAB is available to all portal users. However, the Administrator view is different from the User view. The User can
view the list of jobs in his/her print queue, whereas the Administrator can view the job list for all the users within the
organization. The User may search for any specific print job by using the “Search” textbox.

Administrator View

- BRIDGE Global Print
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Also, please note that the User and the Administrator can view only the list of print jobs in the queue. Actual content of
the print job cannot be viewed.

COMPANY

This TAB is only available to the administrators of your organization. This TAB shows the global settings, such as your
domains and device registration code used by your organization.

The domains are typically updated automatically. The Administrator is not required to change or add new domains. The
device registration code is also auto-generated and is used to configure your Toshiba printers with e-BRIDGE® Global
Print. Your Toshiba reseller does not have access to this code. You must provide this to your service technician during
setup.

0A-BRIDGE Global Print

MY ACCOUNT COMPANY PRINT JOBS USERS DEVICES

Company Name Domains
TABS-DEMO-CUSTOMER z

Device Registration Code

The device registration code must be entered for each copier via TopAccess to be registered with
e-BRIDGE Global Print. Once generated, the device registration code will expire in 72 hours.

SRR ERRDRDORRARRBEBIRROBRRDERRRY @' Generate Device RE‘{IISTFEHIOH Code

USERS

This TAB is only available to the administrators of your organization. This TAB lists all the current users in your company.
The Administrator can edit user roles or delete current users from the system. This TAB also allows the Administrator to
create new users. However, if you use private domain from Google or Microsoft 365%, your users are automatically added.
There’s no need to add new users manually.

CABRIDGE Glabal Print
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DEVICES

This TAB is only available to the administrators of your organization. After the Toshiba MFPs are configured with
e-BRIDGE?® Global Print for your organization, the Administrator can view the list of devices here. If you ever replace

a Toshiba printer or return the printer after the lease, you should remove the device from your portal. Removing the
device from the portal unregisters the device, and the printer can no longer be used with e-BRIDGE® Global Print for your
organization.

If you have removed the device by mistake, please contact your Toshiba reseller to register the device again.

O-BRIDGE Global Print

e AT e i

USAGE REPORT

This MENU option is only available to the administrators of your
organization. As the Administrator of your organization, you
can download the usage report for your entire printer fleet in Download usage report
CSV format. This report shows the user activities at the MFP,
including copy/scan/fax and print. Please note that the MFP
must be configured in “Secure MFP” mode for usage tracking.

Logout
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This simple CSV file helps administrators understand the usage pattern for their users and printers across the
organization. Each column in the downloaded CSV file is described below.

DESCRIPTION

Serial The serial number of the device that performed the job.
Model The model of the device that performed the job.
user_name The user account name of the owner of the job.

domain_name

The domain name or LDAP server of the user account for the job.

timezone

UTC time zone of the device that performed the job.

started_time

Shows the start date and time of the job.

completed_time

Shows the completed date and time of the job type.

job_type

Shows the job type (scan/print/copy) that was performed on the device.

document_name

The document name from the job type.

color_mode

The color mode for the job (AutoColor, FullColor).

print_count_color_mode

The color page count from the print job.

print_count_duplex

The duplex page count from the print job.

print_count_pages

The page count from the copy job.

printed_pages

The page count from the print job.

ip_address

IP Address of the device that performed the job type. This will show only "EWB" for now.

fax_reception_number

The fax reception number of the fax job.

file_format

The file format for Scan-to-file.

file_name

The file name for Scan-to-file or e-filing.

file_store_path

The shared folder path for Scan-to-file.

from_address

The FROM address for Scan-to-email.

email_address

The TO email address for Scan-to-email.

to_cc_bcc

The CC and BCC email address for Scan-to-email.

subject

Shows the subject line for the Scan-to-email.

scanned_pages

Shows the scanned page count for the scan job.

message_id

Internal message id.

communication_mode

The communication mode of the fax job.

received_pages

Received page count for the fax job.

total_transmitted_pages

Sent page count for the fax job.

error_code

The error code from the performed job type.

workflow_error_code

Additional error code from scan/fax workflow.
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Any user that accesses the e-BRIDGE® Global Print web portal will have access to settings and resources based off the
company they belong to and their role. There are two primary roles in the portal:

USER: All users have this most basic General role. It allows users to manage their user settings, such as PIN code and
self-registration key for their badge. These users also may view the print jobs in their own print queue.

ADMINISTRATOR: The first user created within an organization is the default Administrator. In addition to managing

their personal settings, the administrators can edit the settings for their company, view and manage their users and
devices, monitor the print queue, and export usage statistics for the entire organization.

CONFIGURE TOSHIBA MFP WITH

e-BRIDGE® GLOBAL PRINT EMBEDDED APPLICATION

Your Toshiba reseller must setup and configure e-BRIDGE® Global Print on your Toshiba MFPs. Please contact your
Toshiba reseller for this step.

e-BRIDGE® Global Print may be configured on Toshiba MFPs either in “Secure MFP” mode or in “Secure Print” mode.
Depending on the user experience expected at the panel, the customers may choose either configuration mode, but
“Secure MFP” mode is most widely used and considered more secure.

“SECURE MFP” MODE

In this mode, the MFP panel is locked. The user must log in first via PIN or badge before any MFP function is available.
After logging in, the user may copy/fax/scan documents or release their print jobs securely. In this mode, the user
activities at the panel are reported to the cloud portal for usage monitoring. Single Sign-On is also supported in this
mode.

“SECURE PRINT” MODE

In this mode, the MFP panel is not locked. Therefore, the users are allowed to do copy/scan/fax jobs without having to
authenticate at the panel. However, to release their print jobs, they must start the e-BRIDGE® Global Print app on the panel
and authenticate with a PIN code. No usage tracking is done in this mode. Also, please note that badge authentication is
currently not supported in this mode.

WELCOME EMAIL FOR ADMINISTRATORS

After your Toshiba reseller has successfully configured your organization in e-BRIDGE® Global Print cloud, you as an
Administrator for your organization will receive an automated Welcome email message from the system. The email
provides step-by-step instructions on how to onboard your users to e-BRIDGE® Global Print system. Let’s discuss each of
those steps in detail here.
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LOGIN TO SELF-SERVICE e-BRIDGE® GLOBAL PRINT PORTAL

GENERATE PIN

To generate a PIN, each user can simply log into the self-service e-BRIDGE® Global Print portal (https://egp.toshiba-
solutions.com) using his/her credentials and press the “Generate PIN” button.

-BRIDGE Global Print

WY ACCDHANT PRENT MOES

Account 1D

MName

PIN Login ssssse (& Generate PIN

Access Card Registration Key @008 88 @ Generate Access Card Registration Eey

SELF-REGISTER YOUR BADGE

Optionally, if your company uses badge access, the users may also self-register their badges with their accounts at the
Toshiba MFP panel. This is a convenience for the Administrator who will not have to manually associate each badge with
a user in e-BRIDGE® Global Print.

To self-register your badge, each user can simply log into the e-BRIDGE® Global Print web portal (https://egp.toshiba-

solutions.com) and press the “Access Card Registration Key” button. This will create a six-digit card registration key. This
key is required at the panel to associate the badge with the user account.

Loegin using one of the following methods

Use your 6-Digit PIN to login Tap your card against the card reader

1 2

First time card users
must register their card

Register card
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https://egp.toshiba-solutions.com

At the panel, simply select the “Register Card” button and enter the registration key. Now, your badge is associated with
your account. Please note that the six-digit registration key expires an hour after it was generated from the e-BRIDGE®
Global Print portal. Therefore, you must finish this step within an hour of generating the key, otherwise you will have to
generate a new registration key from the e-BRIDGE® Global Print portal.

DOWNLOAD & INSTALL e-BRIDGE® GLOBAL PRINT

CLIENT ONTO YOUR WORKSTATIONS

The Welcome email sent to the new Administrator includes the download link for the e-BRIDGE® Global Print client
application. Download the appropriate client for your workstation operating system. e-BRIDGE® Global Print supports
Windows®, macOS® and Chrome™ workstations. Windows® and macOS® clients can be downloaded from the download
link, whereas the Chrome™ extension must be downloaded from the Chrome™ Web Store.

INSTALL ON WINDOWS®
On Windows?, please run the client application.
Mame Date modified Type Size
Readme 72772022 T:23 AM File folder
'@ Setup e-BRIDGE Global Print.exe 472772022 T:23 AM Application 46,621 KB

The installer will install the Toshiba universal print driver and e-BRIDGE® Global Print plugin onto the user’s workstation.
This will also create a new default printer named “e-BRIDGE Global Print” onto the workstation. After successful install,
you will be redirected to an HTML Welcome message as shown.

A-BRIDGE Global Print

Welcome 1o e-BRIDGE Global Pring!

A pririber called e-BRIDGE Global Print has been mataled onto your computes. You can now submd joba 1o this prinbes from any apphoaton. Oncs
sulbymitted, your prnt job will b sam b the doud-based e-BRIDGE Global Print queus and can be released diectly from your Toakda oopel

Thea Sirsd time: ol Sand @ prind job, you will B prompled B regisler. ARG youl TolEy tha Sanps Sleps. b complals regetralion, your pont pob (and &l subsegusent
pried jobes ) will bo sant 1o the a-BRIDGE Global Print quesa aulomaticaly

H you want 1o revcke access to o-BRIDGE Global Print from this computer just log nlo the e-BRIDGE Global Print web portal and go to the My Account tab and
Delete Device Access

This palciomoed 15 Bumidead i @ SoilanSnciing seaculiabie binary Creabed with T ot of T-Dip & ke archiver 700 & koersad under GNLU LGPL For mone ndormadon aboul T2ip and ils souce

e @0 o wvew T-2i0 oG

INSTALL ON MAC®

On Mac?, the installer will install the Toshiba universal driver and e-BRIDGE® Global Print plugin on the user’s workstation.
This will also create a new default printer named “e-BRIDGE Global Print”.
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¥ |nstall e-BRIDGE Global Print

Software License Agreement

English
Introduction

Lican“ END USER SOFTWARE LICENSE AGREEMENT

INSTALLING OR OTHERWISE USING THIS SOFTWARE PRODUCT CONSTITUTES YOUR ACCEFTANCE OF
THE FOLLOWING TERMS AND COMDITIONS (UNLESS A SEPARATE LICENSE IS PROVIDED BY THE
SUPPLIER OF APPLICABLE SOFTWARE IN WHICH CASE SUCH SEPARATE LICENSE SHALL APPLY). IF YOU
DO NOT ACCEPT THESE TERMS, YOU MAY NOT INSTALL OR USE THIS SOFTWARE, AND YOU MUST
PROMPTLY RETURN THE SOFTWARE TO THE LOCATION WHERE YOU OSTAINED IT.

GRANT OF LICENSE:

This s & legal agreement between you, the end-user (TYou™), and Toshiba Tec Corporation (“TTEC”). This
software, fonts (Including thelr typefaces) and related documentation (“Software®) Is Bcensed for use with
TTEC MFP on which It was instalied to the gesignated device you use (“System®) In accordance with the
terms contained in this License Agreement. The copyright and other inteliactual property rights, tide and
ownership of Software 1S propristary and belonging to TTEC and its supplers. TTEC disciaim responsibility
for the instailation and/or use of Software, and for the results obtained by using Software. You may use
one copy of Software as Instaled on a single System, and may not copy Software for any reason except
as necessary to use Software on 3 Eingle System. Any coples of Software shall be subject to the
conditions of this License Agreement. You may not, nor cause or permit any third party to, modify, adapt,
merge, trandate, reverse comple, reverse assemble, of reverse engineer Software. You may not use
Software, &xcept In accordance with this license. No Utie to the intaliachual property In Software s
transferred to you and full ownership i retained by TTEC and Its suppliers. Source code of Software IS not
licensed to you. You may not perform modification, deletion, et to the copyright notice of Software
(Including in dupiicate).You will be held legally responsibie for any copyright Infringement, unauthorized
transfer, reproduction or use of Scftware,

TERM:
This lcense s effective untl terminated by TTEC or upon your fallure to comply with any term of this
License Agreement. Upon termination, you agres to destroy all coples of Software. You may terminate

e-BRIDGE Global Print Print... Save... Go Back Continue

e-BRIDGE Global Print

A new printer called e-BRIDGE Global Print has
Introducti been added. Submit jobs to this printer and
release them at the copier using the e-BRIDGE
Global Print app.

License

Destinatio

NOTICE: only print jobs submitted using the
‘System' print interface will be processed.

Installation
Installatic

OK
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INSTALL ON CHROMEBOOK™

On Chromebook™, the user must download and install a Chrome™ extension from the Chrome™ Web Store. This will also
create a new default printer named “e-BRIDGE Global Print” onto the workstation. Here is a link to more info on Chrome™
extension: https://support.google.com/chromebook/answer/2588006?hl=en

. C
T i BEFrER®
- a

B

E e=BRIDGE Cilaig

o,

« B@rsad

R R T

START PRINTING FROM YOUR WORKSTATIONS

Now your workstation is ready for cloud print. Please be sure to select “e-BRIDGE Global Print” printer from your print

dialog.
Prnter: ¢-BRIDGE Gloksl Print Propertse Advenced Help @
Copues: 1 |2 [ Priet in grayscabe (black and white) [l Ssveinkitenes (D)
Pages to Print Seale: 4%
oM 12 Curent ) Pages B.5x 11 inches
* Mare Options ]
") Current view ) Reverse pages TR

Odd or Even Pages  All pages wh isngs

Page Sizing & Handling (T}
Lze Poster Multigle Bocklet

ChFe ) Ackual sioe
O Shiink overmized pages () Custom Scale " %

Cheere paper source by POF page size
(8 Print on both sides of paper

Ofipenlongedge () Fisp on thort edge =
Ovientation: '
[« T () Porrait () Landscape Page 1cfd
Comments & Forms

Decurment and Markosgs Summarize Comments

Page Setup. Prant Caneal
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For the first time, the users try to print to the “e-BRIDGE Global Print” printer, they are asked to sign into the e-BRIDGE®
Global Print cloud portal using their login credentials. After signing in, the user is presented with a Print Driver

Registration Code. The user must copy this registration code and paste the code into the Print Driver Registration Code
field in the Registration dialog.

e-BRIDGE Global Print Registraticn 4

Sign in to ¢-BRIDGE Global Print to get & Print Driver Regestration Code, then enter or paste the

code inte the field below.

Sign an to e-BRIDGE Global Prnt

Print Driver Registration Code
Yioas b pacoiritally sgnid w0 $-BRIDGE Glotial Pri
Tor Tirdsl, gate P Iollomrs) Print Deiwer Pegistration Codie inig 1Pe pring
e

Back Mext Cancel WP 0k e fireshad tion Qe B0 thee @ RRIDHGE (hoball Print Web: Portal
e-BRIDGE Glabal Prnt Registration *

Sign in to e-BRIDGE Ghobal Print to get a Print Driver Regestration Code, then enter or paste the
code into the field below,

o R Gl By Prged Wy i oft g

Sign in to e-ERIDGE Global Print Vima BB et Ly el m i - BRTGE Gaot sl B
Ragatead o

vy gosabing geies| s P k) S B
Print Driver Registration Code

Back Mt Cancel

Then, the user workstation is all set for printing.
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PRINTING ON MAC®

For the first time, the user tries to print to the “e-BRIDGE Global Print” printer, the user workstation must be registered with
the e-BRIDGE® Global Print cloud.

okl Brink

This step is completed automatically after the user completes signing into the e-BRIDGE® Global Print cloud portal using
his/her login credentials.

0 -BRIDGE Global Print

Yourwat complete repidrtion from e-BRIDGE Global Print

Preser -BRIDGE Global Print H

Then, the user workstation is all set for printing.

There is also a limitation while printing from macOS®. Each application in Mac® may have a separate “Application Print

Dialog”. Some applications may offer “Application Print Dialog” as an option, however, the user must select “System Print
Dialog” during the print for e-BRIDGE® Global Print to work correctly.
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Printer; | e-BRIDGE Global Print 3 Advanced Help (@
Copies: e

The Print Setup dialog box is provided by
Pagexiy the operating system. To ensure that you  94%
= All can use the full print capabilities of Acrobat %11
b Mare Reader, please set all print options from the

Application print dialog box. Do you want to [—

continua?
Page Si y PO

Do not show this message again Doeraton's Mamusl for
ﬂrﬂrh!
Mo
Fit
* | Shrink &
Choose paper source by POF page size
Orientation:
* | Auto Portrait Landscape
< >
Com ts & F 1
e O Page 1of 28
Document and Markups £

Page Setup.. m Cancel Print

PRINTING ON CHROMEBOOK™

The first time the user tries to print to the “e-BRIDGE® Global Print” printer, the user will be prompted to register with the
e-BRIDGE?® Global Print cloud.

A-BRIDGE Global Print

e-BRIDGE Global Print

vou need to register this extension with e-BRIDGE Slobal Print before Selectyourregion (@5 )
you can print

Sign in with your work ar schoal account

oK |
: G Sign In with Google

BY  Sign in with Microsoh

This step is completed after the user completes signing into the e-BRIDGE® Global Print cloud portal using his/her login
credentials.
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Then, the Chromebook™ is all set for printing.

SECURELY RELEASE YOUR PRINT JOBS

After you have submitted your print jobs, these jobs are queued in the e-BRIDGE® Global Print cloud until the user logs into
the MFP front panel to release them.

If the eAPP was configured for “Secure MFP” mode, the MFP panel will be locked, and the user must enter his/her PIN
code or tap the badge to sign in.

Log in using one of the following methods

Use your &-Digit PIN to Login Tap your access card to login

£)-BRIDGE Global Print
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If configured for “Secure Print”, the e-BRIDGE® Global Print app will be available on the front panel. The user can select and
start the app and then enter his/her PIN code to sign in.

£} PUBLIC HOME ol i W7

K

Simple Fax Print e-Filing

>

Use your 6-Digit PIN to Login

[-BRIDGE Global Print

After logging in, the user can view his/her print jobs. To release one or more jobs, just select them and tap the Print button.
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£; Global Print

Select All 4 Print Jobs {2 Selected)

Microsaft_Word_-_e-BRIDGE_Global_Print_-_How_To_Gu o
[ Microsoft_Word - e-BRIDGE_Global_Print_-_How To_Gu m
& Microsoft_Word - e-BRIDGE_Global_Print_-_How_To_Gu ]

Microsoft Word - e-BRIDGE Global Print - How To Gu

G 2 documents

The user may delete print jobs that are no longer needed. All print jobs are automatically deleted from the queue after 72
hours from the time they were submitted.

For more information on e-BRIDGE® Global Print from Toshiba, please review FAQs here.

TOSHIBA

business.toshiba.com
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